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Security 101: Who’s in Charge?
By Jonathan Kendall
President
Kendall Design Group

(This is part two of a three part series.)

In the fi rst part of this series, we discussed the psychology 
of security. Not the psychology of the attacker, but the 
psychology of those in charge of security.  We discussed 

the fi ndings of Nobel Prize winner Daniel Kahneman, and 
Amos Tversky in the research of Prospect Theory, or the fact 
that on-average the people in charge of our children’s security 
take signifi cantly more risks than was anticipated.  Especially 
those risks that are more or less proven to be real problems 
for institutions large and small.

We also examined why administrators chose to solve the 
wrong problem. An administration can solve the wrong prob-
lem by installing a new security system or product, and then 
believe they have a very secure campus, when, in fact, they 
have opened themselves to a new world of risk and liabil-
ity because they have not thought the problem all the way 
through. These are generally well-meaning people who want 
to put their institution in a positive light.  Then, when a se-
curity threat presents itself in the form of a cyber attack or a 
school shooter, the administration is blind-sided, or overreacts 

and often engages in a high level of Safety Theater. In effect 
they are executing a fl ashy “solution” to show everyone that 
they are taking steps to protect their campus community.

Of course, when this happens after the “horse has left 
the barn,” they believe a theatrical, or massive, appearance 
of action is required. Then a visible “tour de force” security 
“solution” is implemented, sometimes without a high level 
of thought or analysis as to whether this will solve the real 
problem or deter the real threat. Because this “solution” was 
not vetted in the context of the unique institution, it has the 
potential to cause more security risks than it solves.

We must carefully look at any attack whether it is com-
puter or physical from the perspective of fi rst how can we 
prevent the attack? Then if the attack occurs, how can we 
monitor the attack is happening or has happened, and fi nally 
as we know there is an attack, how can we respond to the at-
tack? These steps can be confused or overlapped, they need 
to be explored as a part of the total solution.  

But why can’t we fi ght the propensity to engage in Pros-
pect Theory and Safety Theater, and face the risk using a rea-
sonable and rational methodology?

We can. But it takes planning, thinking and experience. It 
takes a structured look into the real assets we are trying to 
protect, from what attackers, in what context. We need to 
review the solutions and how they will function during a 
real attack and what will be the unintended consequences 
of the security solution.  And then what are the real costs of 
the security solution in time, money, convenience, bureau-
cracy and freedom. This will take a process approach and a 
converged team effort with the ability to look beyond the 
politics of an organization, while keeping the critical assets 
at heart.

This is not easy. It may upset and alienate people in your 
organization, but the safety and security of your people, in-
formation and resources need to come fi rst.

First, we need a framework to defi ne and prioritize our 
security interests and assets. We can prioritize in four groups: 
vital, extremely important, important, and less important or 
secondary. For example, students lives and health would 
have to be in the “vital” category, but what about a student’s 
personal information? 

What about the property resources at your institution 
such as the computers and the video projectors?  How 
about the faculty? The neighboring community? Off campus 
assets? Buildings? Business offi ces?  Cash? Outside contrac-
tors? University credit data? Alumni data? How should all this 
be prioritized?  

We must clearly defi ne the assets we are going to protect 
and prioritize these resources. Until we can truly defi ne the 
people, places and things we are trying to protect, we can-
not ever hope to defi ne and apply an appropriate solution. 

see SECURITY 101 page 72
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We need to understand the context and 
content, the extent of the assets. What 
are they? How do they operate? What is 
the interaction of the different parts of 
the assets? If these parts work together 
to form a coordinated structure or sys-
tem, then we will need to look at these 
issues individually and jointly.

It is not as simple as saying we want 
to save our students from a lone gun-
man, and installing a text message sys-
tem as that information could be feed 
directly to the gunman and allow him 
to evade the police more easily, or in-
stalling a lockdown system that could 
trap students in an area with the gun-
man making his attack easier and more 
deadly.

Vital interests are those which are es-
sential for the survival of the institution. 
These might include access to sensitive 
personal and fi nancial resources, pro-
tection from lone-gunman attack, and 
protection from crippling cyber attacks. 
Any one of these could jeopardize the 

survival of the institution or the way of 
campus life. We should be willing to de-
fend these interests with our solution.

Less important interests don’t war-
rant the same level of commitment as 
do, for example, protecting the student 
population from direct physical attack. 
We may care about promoting safe sex 
on campus or defending human rights, 
but should they trump the student’s, 
faculty and staff’s lives, or should they 
drain away resources needed to protect 
other, more important interests?  These 
are examples of the decisions to be 
made as a part of your security analysis.

The process must anticipate threats to 
these interests.

We need vastly better solutions and 
processes, and forward-thinking analy-
sis, which, when working together, 
help the institutional leaders antici-
pate emerging threats that jeopardize 
our interests. These threats should not 
be driven by the current headline but 
should be placed in the framework of 
the institutional goals, location, physi-
cal resources, student body, available 
resources, partnering opportunities, 

national interests, and other defi ning 
factors.

Consider education security in a rap-
idly changing world.

We must see the security threats as 
converged physical, electronic and cy-
ber protection. Look from the Cleve-
land Elementary School to Columbine 
and Virginia Tech, to the 15-year old 
student in Pennsylvania who stole 
the sensitive personal information of 
55,000 residents, students, parents and 
teachers from the local school district. 
The creativity and resourcefulness of 
today’s criminal, regardless of age, is ex-
panding.  Are these attacks for personal 
gain, fame or fun? It matters when ex-
ploring security solutions.

Third, the process must identify the 
security solutions, products, processes, 
and countermeasure to each threat us-
ing the appropriate level of resources. 
In other words, what’s the answer?

This new, more focused process must 
anticipate and rank these solutions 
against all the institutional interests. 
We must understand the total solution, 
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or countermeasure, against the threat. 
Equally important, we must analyze the 
effect of this countermeasure on the 
security-related outcome, and analyze 
the interaction with other issues such 
as related risks and the effect on other 
non-security-related issues. Does the se-
curity solution really protect the asset 
without causing undo harm to the cam-
pus quality of life, for example?

Use a process to investigate, quantify 
and qualify candidate solutions. 

The idea of just implementing a par-
ticular system or technology can be 
both wasteful and harmful. Too many of 
these systems are purely reactive, and 
become very easy for a criminal or at-
tacker to work-around.  

We need during this stage to balance 
the prevention of an incident against 
the detection of an incident, and best 
methods to respond to a security 
event.

It is very unlikely that the manufac-
turer of a product or the provider of 
protection guards will give you the one 
answer for your unique needs. After all, 
they have a “product” to sell, a prod-

uct that may or may not solve the real 
problem. This often will provide a high 
degree of Safety Theater.  As a rule, the 
marketing literature highlights a host of 
Safety Theater issues and answers. We 
need to look at these products in the 
full context of all the threats and solu-
tions, and the day-to-day reality of the 
campus environment.  

What are the costs of the solution?
This is not just the monetary invest-

ment but what are the costs to the aca-
demic freedom, convenience, usability, 
campus life? Can we expect those on 
campus to use the product or process? 
All the solutions whether they are 
products or process have an impact 
on the campus and the functionality 
of the assets, people and things being 
protected.

What other costs or trade-offs does 
the security system or process require?  
This is force you to consider the impli-
cations of the interaction of security 
with all the other processes and poli-
tics on campus. It’s during this phase 
that convergence can be considered. 
The security forces must form a team 

against physical, electronic and cyber 
attacks — and the future blended at-
tack.  

As we explore these steps of the 
process, we will fi nd that some of the 
answers to be simple, and some to be 
too onerous or too expensive to imple-
ment.

Let’s say the fi rst priority for an in-
stitution is against the lone gunman 
attacker. Just build a campus-fortress 
that is strong and secure with 24/7 
vigilance. Construct a wall around the 
campus with controlled entry and exit 
points checking student ID’s at ev-
ery turn. Then have regular patrols of 
trained security guards and the prob-
lem is solved — right? 

It may seem that in an urban setting 
this is possible, even preferred, but it’s 
a trap. It is a classic example of building 
a breakable security solution against a 
smart and well prepared attacker. Many 
of the school shooters are students at 
the institution, so they have access to 
everything and a working knowledge 
of the security measures, and time, and 

see COSTS OF THE SOLUTION page 78
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motivation to wreak havoc on campus. 
Making it more of a challenge to this 
person is not the answer, it may even 
motivate them more. Or, as in some cas-
es, the attackers may decide to attack 
from off-campus or from a fi xed posi-
tion — remember they may not mind 
being caught or killed themselves. Like 
the terrorist attack, “getting away” is 
not always the end result they are try-
ing to achieve.

As we look at this attack, fi rst let’s 
examine the assets we want to protect. 
The student, faculty and staff lives — 
that’s a very high priority.  Who is the 
attacker? In this case we will defi ne the 
attacker as any person who wants to 
harm the asset. But we have to be spe-
cifi c to allow the process to work, so 
we will say an outside individual with 
a gun who wants to become famous by 
murdering kids at school. Other attacks 
could be by fellow students or a terror-
ist group, but these will have different 
scenarios and solutions that may or 

may not coincided with this situation.  
The attacker will have time to plan 

and survey the campus. Simple casual 
dress like a student, if young and like a 
professor if older, will get the individual 
on campus without any problem. The 
person can then observe and test the 
security parameters while on a tour of 
the campus taking pictures or video for 
later use.  Maps of campuses are every-
where including the Web, so a plan of 
attack can be easily designed.   

Remember the solution could be 
a walled campus with limited access, 
which could also help with a theft 
or rape problem on-campus and has 
worked well for small urban campuses, 
but could never work in a large, subur-
ban campus with many roads and facili-
ties spread across a wide land area. We 
need to look elsewhere. 

The fi rst desire is to prevent the at-
tack. This is the reason for “This House 
is Alarmed” signs in front of residences. 
In that case the burglar is looking for 
the “lowest hanging fruit” or the easiest 
house with the most loot. The sign is 
there as a deterrent to cause the crimi-

nal to rob a different house. But the 
24/7 monitored signs on campus may 
just give the school attacker knowledge 
that a monitoring system exists and 
that he must avoid the cameras to ex-
tend his attack or that he may want be 
sure to attack “on camera” to allow the 
world to know “who he is” and view his 
“power.”

We know the attacker will survey 
the campus for weaknesses, so one 
preventive measure may be to mandate 
surveillance detection and awareness 
training to the staff and law enforce-
ment on-campus. In addition, we rec-
ommend the campus provide the op-
portunity for faculty and students to 
learn anti-crime techniques. It is not 
their job to be police, but it is good 
information for anyone to know how 
criminals operate.

Paying attention to students in need 
without over-reacting is a good idea. 
In over 93 percent of school shooting 
cases involving a student, some faculty, 
parents, law enforcement, or other stu-
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dents noticed threatening be-
havior before the attack. And 
in 81 percent of the cases, at 
least one other person knew 
of the attack or plans for an 
attack.  There should be a 
way to collect this data as 
most people do not want to 
see something like this hap-
pen, but often do not know 
where to go. The collection 
of personal data on individual 
students quickly becomes a 
“third rail” (touch-it and you 
die) issue, so the institution 
must proceed in a profession-
al and competent manner. 

When we explore monitor-
ing and response mechanisms 
for a school shooter attack, 
the research shows in almost 
75 percent of school shoot-
ings, law enforcement was 
NOT involved in the resolu-
tion of the attack. These tend 
to be very rapid attacks last-
ing from fi ve to 15 minutes to-
tal. This does not allow much 
time for the monitoring phase 
to fi gure out there is an attack 
in progress; determine where 
it is happening, and alert law 
enforcement to respond to 
the scene to end the attack. 
So, other means would be bet-
ter employed to prevent the 
attack.

As you can see we now 
need to quantify the campus 
environment and security in-
frastructure because the solu-
tions can span from a fortress 

to covert camera monitoring 
of the campus from a com-
mand center to surveillance 
detection training to a simple 
show-of-force. In the case of 
a text message system, most 
of the time the attack will be 
complete by the time the text 
message is sent out.  This has 
value to be sure, but a differ-
ent value than protecting the 
lives of the students under at-
tack.

While it is clear that there 
is no single catch-all solution 
for the school shooter attack, 
we can see that a text messag-
ing system is not an answer to 
preventing the attack but only 
a means to respond to the at-
tack — a very different out-
come than many anticipate 
when they make that pur-
chase. Indeed, there may be 
some more effective and low-
er cost alternatives that could 
prevent the attack in the fi rst 
place that relate to the educa-
tion of in-place people.  

For many this process seems 
too arduous and unnecessary, 
when in fact, it will lead to a 
workable, cohesive and fl ex-
ible solution that meets the 
needs of a unique campus.  

The analysis must also in-
clude a component of who in 
the community will be avail-
able to assist the campus. Pub-
lic law enforcement, local tech-
nology companies for a cyber 

see WHO’S IN CHARGE? page 81
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attack, monitoring companies, private 
security are all excellent resources, but 
they must be involved from the begin-
ning and form a well trained and coor-
dinated pillar of the security base. To be 
of any real assistance, scenario planning 
and regular exercises should take place 
to reduce the reaction time to a mini-
mum. We should be careful to join alli-
ances that advance our interests rather 
than just drain limited resources.

Any budget-prudent analysis will 
eliminate simple duplication, and in 
the educational community this will be 
a core issue. It will take detailed analy-
sis of the current systems, policies and 
procedures to get hold of the security 
landscape across the continuum of cy-
ber, electronic and physical security 
crime issues. We must think about the 
desired outcome and during the plan-
ning stages relegate the issues of tradi-
tional campus hierarchy, bureaucracy 
and technologies to the back-burner.

Force the process to demonstrate 
that the desired outcome against the 

threat can be optimally provided by the 
recommended means without regard to 
who provides it or how much it costs. 
These critical issues of fi tting it into the 
campus lifestyle, budget and administra-
tive structure will be clearly articulated 
later in the process.  After that we can 
explore the real costs, fi nancial and oth-
erwise, of any particular product or solu-
tion in the unique educational campus 
setting.

Finally, the process will build a bud-
get and a comprehensive implementa-
tion plan that links each interest to the 
threats and the best products, processes 
and solutions. Clearly, the institutions vi-
tal interests must be funded, but the less 
important interests may not be funded 
immediately, thus requiring the campus 
to accept some risk. With this process, 
we can understand the risks and the re-
lated costs, and make clear decisions on 
the rewards and the actual costs.

In too many campuses, the current 
security strategy process is broken. It is 
based on the Prospect Theory where the 
administration is hopeful that nothing 
will happen.  As a result, they are stra-
tegically vulnerable. The administration 

must create a process that protects 
the institutions interests and accept 
responsibility for the risks it refuses to 
afford.

In the next part of Security 101, we 
will explore the return on investment 
(ROI) or better yet the cost of FOI (Fail-
ure of Investment) and look at some 
examples of the security analysis to see 
what works and what does not.

Jonathan Kendall is the President and 
Founder of the Kendall Design Group, a pro-
fessional services and consulting fi rm spe-
cializing in the convergence of technology, 
security and management. Kendall has 20 
plus years of experience serving the educa-
tional community around the world on over 
200 campuses from K-12 to the Ivy League. 
He has been a featured speaker at the Darden 
Graduate School of Business, the AIA and 
SCUP national conventions, and has written 
numerous articles. He is a registered private 
investigator and certifi ed security offi cer, 
and has fi ve years teaching experience as an 
instructor to the US State Department and 
US Special Forces. Please contact Mr. Kendall 
at 410-798-9003, email jon@KendallDesign-
Group.com or visit www.KendallDesign-
Group.com. 




